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Abstract of the contribution: This contribution proposes an approach to remotely provision IoT devices that have not been pre-provisioned with 3GPP credentials through a companion UE. 
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***************************BEGIN OF CHANGES **********************
5.12.4 Solutions
5.12.4.x  Solution #12.x: Remote Provisioning for IoT devices without Initial Credentials

5.12.4.x.1  Introduction
This solution addresses the key issue 5.12.3.2.
In TR33.899 Key issue #12.2, it is pointed that the 3GPP system shall support a secure mechanism to remotely provision an IoT device that has not been pre-provisioned, and the initial connectivity could be provided through the connectivity of a companion UE.  Thus, in this proporsal, we propose a solution to remotely provision IoT devices without initial credentials through a companion UE.  
5.12.4.x.2  Solution Details
In the proposed solution, the Authentication Credential Repository and Processing Function (ARPF)/Provision Server is assumed to be pre-provisioned with IBS credentials. The companion UE is assumed to be pre-provisioned with 3GPP credentials. Mutual authentication is done between the companion UE and the mobile operator network, and a session key (K) is generated. 
The solution details are as follows:

1.
The IoT device generates a random number (RAND1), and computes its diffie-hellman public key (A) by A=gRAND1 mod p.

2.
The IoT device establishes a secure channel with companion UE using short distance communication technologies, and sends the message (Device ID, A) to the companion UE.

3. Upon receiving the message, the companion UE sends a message to ARPF/Provision Server, the message should include an indicator (PType) indicating this message is a credential request message for a IoT device,   the IoT device’s ID (Device ID), the IoT device’s diffie-hellman public key (A), and a message authentication code (MAC1K) generated for the message using K.  The format of this message is (PType, Device ID, A, MAC1K).

4. Upon receiving the message, the ARPF/Provision Server first verifies MAC1K. If the verification is successful, it generates a random number (RAND2), computes its diffie-hellman public key (B) by B=gRAND2 mod p, generates a key for the IoT device by KD=ARAND2 mod p, and generates an Access ID for the IoT device.

5. The ARPF/Provision Server sends a message to the companion UE, the format of the message is (Access ID, B, A, SigCN), where SigCN is a signature generated by the ARPF/Provision Server for the message using its private key. 

6. The companion UE forwards the message (Access ID, B, A, SigCN) to the IoT device.

7. Upon receiving the message, the IoT device verifies the signature SigCN. 

8. If the verification is successful, it generates a key by KD=BRAND1 mod p. 

9. The IoT device sends the message (Access ID, Device ID, MAC2KD) to the ARPF/ Provision Server, where MAC2KD is generated using KD.

10. The ARPF/ Provision Server verifies MAC2KD.

11. If the verification is successful, the ARPF/ Provision Server sends the message (Provision Complete,  MAC3KD) to the  IoT device.

12. The IoT device verifies MAC3KD. 

Remark: The step 9 to 12 is optional. 
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Figure 5.12.4.x.3-1. Remote Provisioning for IoT devices without Initial Credentials
5.12.4.x.3  Evaluation 
***************************END OF CHANGES************************
